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* Arbitrary but reasonable

Good guality

* Certifiable (not always e.g. ESR)

 Common interoperability
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Read for free

Purchase or subscribe

V%d/ Cheaper, practical, - Library subscriptions
- legal Access through: - Public drafts

- Open releases

- Dual publishers

- NSB translations

- NSB transpositions
- NSB reselling

European Standardisation Organisations (ESOs)
and National standardisation bodies (NSBs)

Wy ie  Technical Committees (TCs)
and Working Groups (WGs)

... potentially through liaisons
with outside organizations
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Learn the state of practice
Align with state of practice
Get certified

Comply with law?

Commoditization

Interoperability
Cross selling

Policy at small and large
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Standards may entail
legal compliance through...

Harmonised standards

B et

* (voluntary but presumptive compliance)

Technical specifications eligible

NoOVImys Implementing acts
Mandates to SDOs

* ...and mandates to agencies to contribute

Best available techniques
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Communications Modelling Programming Encryption
protocols languages languages algorithms
Sok
Codecs and data Authentication Service
management

Extrafunctional
mechanisms

guidance
methods

formats
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The gap in privacy engineering

I

Engineersfind...

¢ Systematic and cost-
effective engineering
methods and tools.

¢ Operationalizing Privacy
and Data Protection

¥ =
—— Ly

Fi= = SE: " - ¢ Shifting left throughout the
= e development lifecycle

Time to adopt
PETs!
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Standards for privacy engineering:

Security foundations /
evaluation baseline

ID

ISO/IEC 27001

Short name

ISMS

Role

Security
governance
baseline.

ISO/IEC 27002

Security controls

Control catalogue
baseline.

Core privacy framework
and architecture

ID

Short name

Role

Core privacy

ISO/IEC 15408

Common Criteria

Product security
evaluation.

ISO/IEC TS 19608

CC privacy
requirements

Privacy
requirements via

Common Ciriteria.

ISO/IEC 29100 Privacy framework | concepts and
principles.
ISO/IEC 29101 | Frivacy ICT privacy
architecture architecture.
ISO/IEC 27561  POMME Operationalizes
privacy principles.
OASIS PMRM PMRM Privacy operations

model.
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Privacy engineering process /

Governance, risk,

assessment, and controls

ID Short name Role
Privacy
ISO/IEC 27701 PIMS management
system.
ISO/IEC 29134 | PIA Privacy impact
assessment.
Organizational
ISO/IEC 27557 Privacy risk privacy risk
management.
ISO/NEC 29151 Pl controls Pl protection

controls.

lifecycle

ID Short name Role
Privacy

ISO/IEC TR 27550 @ PE lifecycle engineering across
SDLC.
Model-based

ISO/IECTS 27564 | Privacy models privacy
engineering.

: Privacy
|IEEE 7002 Data Privacy engineering
Process

process.

ISO 31700-1 Consumer PbD | —onsumer privacy
by design.

ISO 31700-2 Pbd Use cases | —onsumer Pbd
examples




/ "‘. o

Ny

\:.EEE EDU@Standardse.

Data minimisation, deletion,

de-identification, and PETs

Transparency, consent,
and preferences

ID Short name Role

ISO/IEC 27555 | PlI deletion PIl deletion
lifecycle.

ISO/IEC 20889 De-identification De-identification
taxonomy.

ISO/IEC 27559 De-identification R.e-ldentlﬁcat|on

framework risk management.

ISO/IEC 27565 ZKP privacy Zero-kn9WIedge

proof guidance.

ID Short name Role
ISO/IEC 29184 Notices & consent Online notices
and consent.
ISO/IECTS 27560 | Consent records Interoperable
consent records.
: User privacy
SO/IEC 27556 ' rvacy Sreference
preferences .
handling.
W3C DNT Do Not Track Browser tracking

preference signal.
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Sector / technology-specific privacy

ID Short name Role

ISO/IEC 27018 Cloud Pll controls | S/0U¢ processor
privacy controls.

ISO/IEC DIS N AI/ML privacy risk

27091 privacy guidance.

ISO/IEC 27566-1 | Age assurance | | Ivacy-aware age

assurance.

Semantic / protocol-level

privacy support

ISO/IEC 27570

Smart-city privacy

Smart-city privacy
guidance.

ID Short name Role
Machine-readable
W3C DPV DPV privacy
vocabulary.
Privacy Protocol privacy

IETF RFC 6973

Considerations

review.

Fintech privacy

ISO/IEC 27562 Fintech privacy
controls.
: loT
ISO/IEC 27400 IOT security & security/privacy
privacy .
guidance.
ISO/IEC 27402 loT dgwce loT dgwce privacy
baseline baseline.

https://ipen.trialog.com/wiki/ISO
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Privacy issues in generative Al

1. TRAINING (Model Development)

: » : B S - i :

DATA SUBJECTS DATA SOURCES TRAINING ENVIRONMENT MODEL ARTIFACTS
I \ —_ | 3 I 7-‘:'

Personal data Collected Trained model
rQrO‘)'O'W created/ohserved personal data | {:@/} {weights) ﬁ
—_— | | g
Data Subjects Data Sources e M?de{
) Environment Artifacts

Logs / Runtima Data
[Training)

2. USE / INFERENCE (N.lodel Deployment)

N a Amu. I
| END USERS APPLICATION / CLIENT LLM SERVICE / RUNTIME MODEL HOSTING
< ) Pramigt + ™ Prafmpt + ) Load madet & N |
i context context f {welghts) ]
; O (persanal data) @ (personal data) % e |
— | — 5 = :
i U -
i
', Maodel cutputs Model cutputs Generate |
” {may contain Application / [may contain ice / response i
Rights / End Users e PRIC il LLM Serw:er — Mm:!ei !
requests 4—&—, Client 4 Runtime f Hasting i
{optional] = \ J . :
= kO . ¥
Logs / Runtime Data » Retention / Daletior'
S roices )

Fundead by
the European Union
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Privacy issues in generative Al

MCP architecture: functional and deployment view

1. User device ! 2. LLM provider cloud ! 3. Local / enterprise 4. External systems

| environment

User -
: e = e B Files /
prompt response i local data
! j E MCP server /
Ny i }
Host application } } { tools « resources - prompts
chat app / IDE / agent s =
) = Databases
- N E 0 L=
= . . |
LLM interaction i > i
) 5 & _
> <SR e E MCPserver | rj APIs /
= H T i HiH i
MCP client mcp 1ok tools « resources - prompts | tool access / Yg's enterprise
Lt . J context systems
Na——————————— 5. i |
results / context y '
—»  Prirnary flow — MCPflow —# LLM messages #— Tool / context access £ Deployment boundary

Fundead by
the European Union
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=~ ISO/IEC DIS 27091

Cybersecurity and Privacy — Artificial
Intelligence — Privacy protection

Under development

Read sample This Draft International Standard is in the enquiry
phase with ISO members.
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