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Specific standardisation activities:

Invited member of NEN TC Cybersecurity & Privacy (2020-
2024)

Studies for DG JUST, National Cybersecurity Centre NL,
European Cybersecurity Agency ENISA on standards &
certification

2021 CEN & CENELEC Standards & Innovation award:
Individual researcher

STANDARDIZING PERSONAL
DATA PROTECTION

CEN Workshop Agreement on evaluation criteria for security

products and systems

' . _ https://global.oup.com/academic/product/standar
Monograph on Technical standardisation & Data protection dizing-personal-data-protection-
& Information security 9780198893288 cc=nl&lang=en&
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What is essentially
standardisation?

o Expert knowledge — good practices

o Provides input for empirically informed
regulation

o Transnational private regulation (Cafaggi)

o Ecosystem of stakeholders: industry
(mainly) but also other actors

o Consensus based process

o In the EU: regulatory technique
(Eliantonio & Cauffman)



What role for technical standards?

Clarity and Implementation Technology-
interpretation W and compliance triggered

Translation of legal
requirements to technical
auditable requirements &

Uniform application of the

Definiti f law across sectors &
CUTIIEION S0 Member States

concepts controls

Accountability fo those Enforcement by means of
with a duty for legal technology/ techno-
compliance regulation

Interpretation of

principles Benchmark for supervisory State-of-the art, technical
authorities measures for compliance

Source: |. Kamara, Standardizing Personal Data
Protection (2025)



Why a need

for compliance
guidance!

--> EU digital
laws recently..

CIE|

PS Table 1: Overview of EU legislation in the digital sector
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For whom?

RegUIated e.g. data controllers
entities Al system providers

Data subjects — e.g. exercise of rights

. .. or transparency e.g. privacy icons
Beneficiaries epaTEney @& Prveey
Individuals impacted by non-

compliance

The working and implementation of

the law itself.




The EU standardisation model: key ingredients

Three standardisation
organisations, non-for profit,
not EU agencies (CEN,
CENELEC, ETSI)

The ESOs may ACCEPT or
REJECT the request

After the draft European
standard is adopted by ESOs --
> Commission assesses its
conformity with the
standardisation request.




The actions on the digital transition aim to support the following ('):

°
o
Ingredient 1:
Cybersecurity requirements for products with digital elements (Action 6)
n e e d fo r Online verification of age (Action 7)
EU Trusted Data Framework (Action 8)

Interoperability for data processing services (Action 9)

Secure, interoperable virtual and augmented reality ecosystem and virtual economy (Action 10)
St a n a r Support of EU policy on artificial intelligence (Action 11)

Intermediary digital services (Action 12)
Data dictionaries in the engineering sector (Action 13)

EU Digital Identity Wallet (Action 14)

Digitalisation of construction products information (Action 15)

Wh o d eC Ide S Wh IC h Customisation of the media offering in devices and user interfaces (Action 16)
Sta n d a I’d S Su P Po o t E U Local Digital Twins and Smart Cities (Action 17)
I aw & P ol icyz Multimodal and multi-operator ticketing services (Action 18)
. Standards driving quantum technology development and the implementation of Post-Quantum Cryptography protocols
. European Commission -> Annual (Action 19)
Union Standardisation Work
Program

. Priority areas for 2025



Ingredient 2: the legal basis

NIS 2
Directive Article 25

Standardisation

1. In order to promote the convergent implementation of Article 21(1) and (2), Member States shall, without imposing or
discriminating in favour of the use of a particular type of technology, encourage the use of European and international standards and
technical specifications relevant to the security of network and information systems.

2. ENISA, in cooperation with Member States, and, where appropriate, after consulting relevant stakeholders, shall draw up advice
and guidelines regarding the technical areas to be considered in relation to paragraph 1 as well as regarding already existing standards,
including national standards, which would allow for those areas to be covered.

Cyber Resilience
Act Article 27

Presumption of conformity

1. Products with digital elements and processes put in place by the manufacturer which are in conformity with harmonised standards
or parts thereof, the references of which have been published in the Official Journal of the European Union, shall be presumed to be in
conformity with the essential cybersecurity requirements set out in Annex I covered by those standards or parts thereof.

The Commission shall, in accordance with Article 10(1) of Regulation (EU) No 1025/2012, request one or more European
standardisation organisations to draft harmonised standards for the essential cybersecurity requirements set out in Annex [ to this
Regulation. When preparing standardisation requests for this Regulation, the Commission shall strive to take into account existing
European and international standards for cybersecurity that are in place or under development in order to simplify the development of
harmonised standards, in accordance with Regulation (EU) No 1025/2012.

Article 40
Harmonised standards and standardisation deliverables

1. High-risk AI systems or general-purpose Al models which are in conformity with harmonised standards or parts thereof the
references of which have been published in the Official Journal of the European Union in accordance with Regulation (EU)
No 1025/2012 shall be presumed to be in conformity with the requirements set out in Section 2 of this Chapter or, as applicable, with
the obligations set out in of Chapter V, Sections 2 and 3, of this Regulation, to the extent that those standards cover those requirements
or obligations.

Data Act

Article 36
Essential requirements regarding smart contracts for executing data sharing agreements

4. A smart contract that meets the harmonised standards or the relevant parts thereof, the references of which are published in the
Official Journal of the European Union, shall be presumed to be in conformity with the essential requirements laid down in paragraph 1
to the extent that those requirements are covered by such harmonised standards or parts thereof.

5. The Commission shall, pursuant to Article 10 of Regulation (EU) No 1025/2012, request one or more European standardisation
organisations to draft harmonised standards that satisfy the essential requirements laid down in paragraph 1 of this Article.



Ingredient 2 but
different

aﬁ

General Data Protection Regulation: no legal
basis for technical standards

However --> COM has the power to issue
standardisation requests based on (general)

Practically — also standardisation request and
development by European Standardisation
Organisations, but NO publication in OJ or
presumption of conformity with the law



Ingredient 3: standardisation request

ANNEX 1
Al ACT baS|S for List of new European Standards and European standardisation deliverables to be

standardisation request: drafted
C(2023)3215

Reference information
1. European standard(s) and/or European standardisation deliverable(s) on risk
management systems for Al systems

2. European standard(s) and/or European standardisation deliverable(s) on governance
and quality of datasets used to build Al systems
3.

Article I
Requested standardisation activities

The European Committee for Standardisation (CEN) and the European Committee for

European standard(s) and/or European standardisation deliverable(s) on record
keeping through logging capabilities by Al systems
Electrotechnical Standardisation (CENELEC) are requested to draft the new European

4. European standard(s) and/or European standardisation deliverable(s) on transparency
and information provisions for users of Al systems

5. European standard(s) and/or European standardisation deliverable(s) on human
oversight of Al systems
European standard(s) and/or European standardisation deliverable(s) on accuracy
specifications for Al systems

7. European standard(s) and/or European standardisation deliverable(s) on robustness
specifications for Al systems

standards or European standardisation deliverables, as listed in Annex L, in support of Union
policy on artificial intelligence by 30 April 2025.

The European standards or European standardisation deliverables referred to in paragraph 1
shall meet the requirements set out in Annex I1.




Ingredient 4: Technical committees carry out the

requests
“ On Al:
On Cyber:
A N D Precrfe

A” 3 EU ro Pean Stand . O rgs EN ISO/IEC 22989:2023/prAl (WI=JT021031)

E SO Information technology — Artificial intelligence — Artificial
( s) intelligence concepts and terminology — Amendment 1
EN ISO/IEC 23053:2023/prAl (WI=JT021032)

Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML) — Amendment 1

prEN XXX (WI=JT013089)
Cybersecurity requirements for products with digital

elements - Principles for cyber resilience
prCEN/CLC/TR XXX (WI=JT021009)

Al Risks - Check List for Al Risks Management
pPrEN XXX (WI=JT013091)

Cybersecurity requirements for products with digital
elements — Generic Security Requirements

prCEN/CLC/TR XXX (WI=JT021026)
Impact assessment in the context of the EU Fundamental
Rights

prCEN/TS (WI=1T021035)

Sustainable Artificial Intelligence — Guidelines and metrics
for the environmental impact of artificial intelligence
systems and services

prEN XXX (WI=JT013031)
Managed Security Services Providers Requirements

prCEN/TS (WI=JT021034)
Guidelines on tools for handling ethical issues in Al system
life cycle
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Ingredient 5: assessment & publication

PART ONE

A-TYPE STANDARDS

1. Explanatory note.

Only reference
is published — IP
rights of
standardisation
organisations

A-type standards specify basic concepts, terminology and design principles applicable to all categories of machinery. Application of
such standards alone, although providing an essential framework for the correct application of the Machinery Directive, is not
sufficient to ensure conformity with the relevant essential health and safety requirements of the Directive and therefore does not give

a full presumption of conformity.

2. List of references of standards.

N 1127-2:2014
Explosive atmospheres - Explosion prevention and protection - Part 2: Basic concepts and methodology for mining

N IS0 12100:2010

afety of machinery - General principles for design - Risk assessment and risk reduction (ISO 12100:2010)

Publication in the OJ —
Status of harmonised
European standard,
presumption of
conformity to the law




Legitimacy issues

01 03

WHO PARTICIPATES IN ARE THE PROCEDURES
THE TECHNICAL OPEN AND
TRANSPARENT?

COMMITTEES?




Thank you

Contact me at: I.kamara@tilburguniversity.edu
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